2044 357
ofl AFH

MO AL AAEFE A, MAPHE, AAAH, Ard, ek

T FH=E VHto g HA H3S AfetE EHER, s A E Y
S o] A (www.kmi.re kr)o| X = gQlsa 4= Q5T
= 2 shad%
Iz & oAE=sx
B usol use e
B s =S5 OARMAAAEE
=< SHAA A ATA
L 49111 BHEeN R s
a 30182 26(5A=

B TEL. 051-797-4800
B FAX. 051-797-4810

A=A+ LNE R

KOREA MARITIME INSTITUTE



ast &,

flet ZHPIE 2

SHAlEIOH 251 U ERIS
Mep S0t 90 ZRAR 7 IS 95 AOJHIEOH &7 TQ

) fie BOF 2 A0 SR SHE ZXok= Wao= Y
- Sfied AfO|H 7|&=2 SHAF OfF 3 HOH SiUetAol HS S o 02 A|ARS
0| IMOOA= 2017EEE AO|H & (Cyber Risk) #2|E Hig!
- X[t ®107Xt SHAIRHHQIS|(MSC) &/2J(23.5.)0A1= MASS %t
A4 JHo| &lskeE A2 A¥M

ot MASS Code®| ALO|H{EQE,
L2 S8 A M HACR B7t E=

ote e 0

- Aol &
ALO[H] P{RH0f CHEE oAt

AZ8d B7h=
- M2t MSC XMI107Xt 31204 Af
H HOt SIS 8t OIS of A A

240l o

AA

MEE g2 01 oMo Mz22

=0 28t

dts Sofl HERI EerHEH|
SC 107/5/INF.11)
to|# SH0= B+HO0|H, HX|Eet

Mg S712 0|0ttt <=7t MVIE

[=13

o T

==

— -

s} 4l
=

ofl&h AtO|H QIS 22| X|& (MSC-FAL.1/Circ.3/Rev.2) & 5ilAF ALO]
IHOE B |= e

2 ol MO AR e 20

- H108%} AR QIS|(MSC) 2/9/("24.5)0AM= &M MSC 108/6(Australia et al.)& 7|Eto2 X|Z|

KGRt IMO #AOIE “sfied AMO|H el

A 7|&6t
CHSt Mots n2f6t=2 Qs
- 0|2 &7 MSC 108/6/1(IACS)2 3|0 BA E=20 HAIE XZ0f thst Mot= JhHots AES A
2 QXgon & LIt 2 A0l 2e SHg AXE
-HofEE £2 2AM MSC 108/6 2 MSC 108/6/12 7|HtOZ &SfAN AfO|H & 22| X|Z
(MSC-FAL.1/Circ.3/Rev.2)0f| CHt 74™0te| S8 x0tS Afdotl AFR=0| =0 24 150 42
A HEE ol =RO=Z EME g QFs
> E9|, OXE iz 20f [ME AOHESE Q1A 25t 2 S8 Siff TQM X|7|
- 5t MSC M108XF 290N CIXE 7|&2 Muto] 25 OFF L HOF &4 HS Il ASM0| iR &
Q5H, MEL QTS Zotst I 7|& BEE 7|H0Z X|ZIS HESNOF &t JH-S X210 H|A A&k
CHH|SE &210] ZESHE|0{0F Stit= 2|740] HMIAIE
- 712 RE MYANA 7|21 AO|HEQH Q1A WSS MIoH0F 5tH, MAENA= 24 13 WSS H|
ot W& DZ2):0l= B0 HAR &3 W{&0| XL 0{oF &0| =2|F
- MSC HM108%t 2|20 M Q3= 20174 shiat AHO|H /& &2| X|Z(MSC-FAL/Circ.3/Rev.2)0i| CH
St oofdorE & 2A1 (MSC 108/6, MSC 108/6/1)E ZE & 7|1&otE 401511, 25 4012 9|5}



IMO H[sHA} HEH S et K @ o ISy 1L
20243 327| [GHAIRIA] KOREA MARITIME INSTITUTE

O HM49Xt MW E7tASIRSI(FAL, Facilitation Committee) (25.3)2 0|&tet

-55 520| &= & = /Y =QHMSC-FAL/Circ.3/Rev.3) 2= & 3&H

-NYE RF2 9E Lo STS THSGID AOH I3 2o 7Y R4S Ysloln B U ¥S
AfOIH] QBT FANORE Mars HEEH| U501 oA MOIH I3 TR0 st E £F0| A
AT NS B

- I AJFORE AfOJH 2Ot BRSNS T A0 W EXE(standards), XIZ(guidelines) 2 A

8 At|(industry best practices)2 =610 HIE

> S AlOJH] Ot ZIBIE 9f3t Tal(Govern) R4 F7t

- 32 g9, iid & A HEL 204l AolH g 22| XES Zeloh| sl 7|1E 57K 7ISH 2
200 22|(Govern) 7152 F7tot1l, A OlahS &7| floh 2 49| A0S HE HAM[s| 2ot
I:H
|

S
7B =H R GA BEE, ZEARL HEE WES YH0IES

—

- & 67X 715H AZE #2|(Govern), AE(Identify), 23 (Protect), EX|(Detect), tHE(Respond),
(@]

21(Recoven)’t Y

- B12|(Govern) 24 YT U BHS £YSIT BUER 5101 AlOJH IF B2AS st Ot A U
Bols o3t

- TS OB E9t BSQ| AT U A¥S HYSHs A XET U B, BT SO AAR MR

OtL2t XZE AZUA Hett X|HS A
- Muto] AJO|H =S HAGH| Y5t KH|QF AAHS ZH HX0| M2t AAGHD AIZH0F 32
Al St

gol

> 2RI A PHS KiFol/| RIS IMOS| AO|H 2] XiE
MO= MO 2 FoF40]l thet d&s X[t MO8AL sHAIRIEH I 2I(MSC) (117. 6. 7~16) H A

ANRE EASRIABI(FAL) (17, 4. 4~7)0IM ‘ol MolH &date] XIZ(Guidelines on maritime
cyber risk management)V'g 49018t

- 20175 60| T S MOl SBTE| XA O] HAK-1022 OHBZAAL S AO|H 9/

1) Guidelines on maritime cyber risk management, IMO MSC-FAL.1/Circ.3 (2017. 7. 5)
2) Maritime cyber risk management in safety management systems, IMO Resolution MSC.428(98) (2017. 6. 16)
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X2 @ Guidelines on maritime cyber risk management, IMO MSC-FAL.1/Circ.3 (2017. 7. 5)
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- IALA O|U[H|RIZSI(ENAV, ENAVigation Committee) M24Xt 2/9/(*19.10.)0= IEC 62443
IEC 61162-4600 BZ0| 7|x5t otiad ICT ZH|0| M8 AHOIHERH HAZQI ALt Mg AtelE

A48 OJMI2AM(Introduction of cyber security type approval applicable case based on IEC
62443 and IEC 61162-460 standards))7} HEE

Ol= IEC 62443 BE=, MAXSSHHAARI(IACS, Industrial Automation and Control System)
A9 7|z HOt QA U XM At0f W2t IALAG ALO[HEQH Al S21 AHHIE X&s6t| ot HE
A

0
B

oo

HO

-IALA  ENAV  H27xt  §9(21.3.)0l= ‘A2l JHY  J7HO|=2fQI(JALA  guideline  on
developments in Maritime Autonomous Surface Ships)®” ZEQH0| HEEAUCOMH, MASS SHES X|

S
57| 9I3t T10/EA(quidance) T AR DS Ay

—

- |ALA ENAV HM27Xt9] Arg2eief W 710|=2tQl =OIEM0IM AlZE 7H0[EHA JHE LMEPl=
LEd 25

1. OF™A 6ot AtoN A|AEI(Fixed shore side AtoN)

2. 2HAl AtoN A|AEI(Floating AtoN)

3. 7t AtoN(Virtual AtoN)
4. 89 AtoNg 0|25t 2|8 AtoN HAI(Marking of physical AtoN using Synthetic AtoN)

5. ASM(Application Specific Messages)g 0188t 7| & = O|0|H T&(The transmission of
local and applicable Meteorological and Hydrographic data using Application Specific
Messages (ASM) contained in IMO Circular SN.1/289)

6. VIS 79U Mufzt SA HE 2 st AgE 24(Supporting the safe and efficient

operations within a VTS environment)

7. VIS 79U 24 MFRIME st BEREIME 38(Ensuring communication between

5) Security for industrial automation and control systems, IEC 62443:2019 (2019)

6) Maritime navigation and radiocommunication equipment and systems — Digital interfaces, IEC 61162-460:2018
(2018)

7) Introduction of cyber security type approval applicable case based on IEC 62443 and IEC 61162-460 standards,
IALA ENAV24-6.1.14 (2019. 10)

8) IALA guideline on developments in Maritime Autonomous Surface Ships, IALA ENAV27-12.2.2 (2021. 03)
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vessels within a Vessel Traffic Service (VTS) environment, recognising the different

degrees or levels of autonomy)

8. MASS SHMIE|(SCC, Shore Control Center) 2 VTS ME7 HSEE HO| st X 4
(Sharing of a common operating picture for situational awareness of the waterway within

Vessel Traffic Services (VTS) environment)

9. MufWE O|O|X| K@ et MASS Meh 3 7|&EMEIS FX(Scoping and development of
guidance on the interaction between VTS and the control centre for MASS(Shore Control
Centre, SCC))

10. MelWS 0|0X] XS 8t MASS 2 non-MASS MEH E2iZ(The tracking of both MASS

=1TIE

and non-MASS vessels to support the traffic image)
11. AO|HEQH — AtO|H & &2|(Cyber Security — cyber risk management)
12. SYAAE EZ(Augmentation of positioning systems)

13. BE&3tE 0| &4 =F(Promoting standardization of data transfer)

IALA ENAV 28X} 3|9/(21.10.)0l= ‘ZHEZ 7|8F Mef e-Navigation MHIA BA|RX|O] Mg 7t
St AO|HEQH QALK The analysis of general cybersecurity requirements applicable to
ship’s e-Nav service display device based on international standards)? SIMZA7} MESE. A
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ALO|H O 2131 FOF AJAH
2 “GNSS MY =te = (ENG WG3, ENAV WG2 2 X|J), AEE AO|H ECZEE TS
25 ZQM AR VIS2Y Al AISQH GNSSO| CHSH A0 HO Q3O 2HE HE it 271 AIS O
AKX Q1Z0f CHEE R7|X01 GHAR O LR, NUHE 22T 2 J20|N PKI AFRS X|Yet= 2S5}
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9) The analysis of general cybersecurity requirements applicable to ship’'s e-Nav service display device based on
international standards, IALA ENAV28-5.1.1.4 (2021. 03)
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10) ISO/IEC 27001 6.1.3%8 - MEHO A& FZ(Information security risk treatment), 1ISO/IEC 27001 (2013. 10.01)
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HIX o]
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11) ISO/IEC 27001 standard on Information technology — Security techniques — Information security management
systems — Requirements, ISO/IEC 27001 (2013. 10. 01)
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X2 Cyber resilience of ships — Rev.1 Nov 2023 — Complete Revision, IACS
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