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KR ISA oold 3= Fo N 9 my

* ISA IR

[HH]

=H|MHX7 |7 (International Seabed Authority, ISA)E 1982 XHEHEl QoilsHor ok
(UNCLOS)Q| Part XI 3 1994 o[&fd®ol| o|AHstod 1994 Ml=l Xtk| =H[7|F0[Ct. 2
2= Xiolzt ZAE(Kingston, Jamaica)oll IXISHH, 1 16971 2|2i=0] &ofst Ut

ISAQ| a3 JHE2 =7teret Oj9l Asixet O Xtee "R 382 {4HCommon
Heritage of Humankind)"©2 #&st= o QUCH Ol= o= E4 I} JHolE Molx] XH
of chet A H2|E FEY £ gloH, 2= Mz &2 ISAQ |-l 5o QIF ZXC|

ololg 9ish +aElofo g olnfsict

[217] 2 HAl]

ISA OJAlz]| Sl Bol= Yetdoz ozt = Ki2i| JHE=ICH S4F oid 3E(18, Part 1)zt 7€
(2%, Part 11)0i| XtHO|7} ZAEOIA 242 oF 237t FRIC 0] & X2 2|98 1
St 27|(Annual Session)2 TAEICE 27| Afolofl= HISA! Zdet tHEY RSIE, 27

r
2zt S8 o) wAO| XA

20269 7IE T FQ M3k YIS HIRSI, 2 27|= OJARRI(Counci)t &2

2 e Beol= 8o 78 29 FEHR0l| I

Rl

(Assembly)2| =

[HM31xF 15 22| Hat]
H31Xt ISA OJARe] 15 3|ol= 2026\ 32 9YRE 192MK| o 9UZH X{H[0|7+ ZAEOA]
JHEIEIACE. O Zlojo] oA ofXl= ARR=O| FH[e "FUb WY S HAE(Further
Revised Consolidated Text)'E 7[¢IO=Z ot Mok =Xt 7Hdol| 2ot & (A #4,
Exploitation Regulations) & ZIF0IRILCE. 0] HIAE= 2025 27|
= ol XfQiHto| = MH HoL2 HHESIO] AFR=0| XHEE[eh XA oAt
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U rHZAI=Qt 2SI 20259 4 0= EJT ChSHC| WHHHO| 2t The Metals
Company(TMC)7t 0= =Ligel "M =Xt (Deep Seabed Hard Mineral
Resources Act, DSHMRA) 0l 27ste{ 2zt2l2-22|ME  X|cH(Clarion-Clipperton
Zone, CCZ) A tiZ 71 AEsH= S, ISA AAIE 23t YN *z FT S=I0| 7t
& Holgt WHEo= BASIRICE. ISA AFREE2 Ol2{eh ARVt IHH 2IEo2tn HAMOR H
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oI, Slp=se LA A= BTl AES TSI

A2

TMC= 2025 38 ISA AAIE RISHICID MASH 7, 48 EHUT HHAH 2e D= oY
CH7 1" (National Oceanic and Atmospheric Administration, NOAA)O| CCZ Al¢t xi=
S7IE AFERICE 20263 180l AY MMz HAZS 7|E 28 5,000kmfA 62 5,000km?=
sithet S8 AHME TRIECE 0] #2l= UNCLOS HIZARER! 01=20] 2LHH(DSHMRA)S
TAE =H| SH0IM K2 FXISk= ACE, AFA UNCLOS 3 ISA HA(of| Ciet B =X
oz HIFE £ ATk
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F 35 A HAS SEsn = sy EME ST 1 HIERICE o B2 2uR
= 9T MM "aoiA =2 UNCLOSRE A2 £ QtofM O|F0{Xof St 1 <t HE
2Lt 3=29| ISA XK= M2 MA0| ZoiLh 322 ISA HHEA Lol MEsk= Jg=s
2o ARt 2ot s | 213 Z=0|Lt & 7|7 3ot 2%t Heoll= xet
of RACH =2 oM SZCHLYERRIAHLRZ|(China Ocean Mineral Resources
R&D Association, COMRA), £=2&EtHChina Minmetals), Beijing Pioneer § =7+
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X 7|14S S8 ISA Z|oH EAAA(GH)E B2Rstn AeH, 20254 38 ISA7t China
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ERHCH 2025 6& LIA(Nice)ollM B2l 9l si=|2/(UN Ocean Conference, UNOC)
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ST IRHAQ| syt TFA sHIHHUATA(Institut francais de recherche pour
I'exploitation de la mer, Ifremer)= X CCZ EfAt AAS BRI AUS0T 0| =HFY
& A7 SMOoZ0 At UOM, 2026\ ISA 1A 15 2QUME EfAFAIR SX LS
Hizet HE QCh
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ZE2 ISA OM=2=M =X HIAIE XIX[oks YEOIXIZ, TMCO| 2 =0l tioh =&-2
AT ZFoM| Bt 4TS LHOIK= WUCE T2 T2 ISA A L HHE FX[6HH
M, A= EEZ W o HyTERdE | SAMEez HFshe 01 ©2 EAloltt

LE2 2020 DLD|ELAIDRY QIZ0M FLEL|X] 22t ZA0| 4SUCH, 2024F =7+ Al
S TR 2026H0= A2 Mz Tl S A= e AN =4 Mo Mizel
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£ 51 ACH, Tt ISA HAE 8¢ t=A Y |XIE XXlok= L& UC
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o= 20269 ISA 31Xt 15 2|9oflM Cia4 Bl BApAIeF & UIE(ISBA/31/C/7)E H|
E5IH ISA HA W 852 K& FoICh. 1ot (Korea Zinc)2 20259 6& TMCO]
8,5202t RIS ExRh= 5, o=2 ISA IS KXotz TS RABIHME, Yy A= &
XFEOM TMCRI2| &3 2AIS Hdloh= SefA ol ATk
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ISA= &sixie] Cig4 tHal(PMN), L34 etE(PMS) & ZLE fzsfﬁ BYZZH(CFC)

SIS SIoh 5 2271 3t L oIk 154 ZIofS HIZBIRICY Of2f Fi ISA JHE A $
2 5o 200Ck 3 3171 ARl 1942 oIS BRIHE SHCI(17)9) 39 pls ¥
(1), J201 MEfER(1)o1Mel T2 Bl EAIS Sizt ZOICh Zofl W2 BS2 Al

o]

J\l

P A EAeL 2iEEst HIY thE AlRlE AIREZ0IA ®IZsHor olH, THEEd=E ¢
ot = ZTRTIMS N|Qksof BiC.

| E1]ISA 74 A 312H(2026. 4.)

CONTRACTS
CONTRACTOR

1 |Interoceanmetal Joint Organization 1 1
2 |JSC Yuzhmorgeologiya 1 1
3 |Government of the Republic of Korea 1 1 1 3
4 |China Ocean Mineral Resources Research and Development Association 1 1 1 3
5 |Deep Ocean Resources Development Co. Ltd 1 1
6 |Institut francais de recherche pour I'exploitation de la mer 1 1 2
7 |Government of India 1 1 2
8 |Federal Institute for Geosciences and Natural Resources 1 1 2
9 |Nauru Ocean Resources Inc. 1 1
10 | Tonga Offshore Mining Limited 1 1
11 |Global Sea Mineral Resources NV 1 1
12 |Loke CCZ(Formerly UK Seabed Resources Ltd.) 2 2
13 |Marawa Research and Exploration Ltd. 1 1
14 |Ocean Mineral Singapore Pte. Ltd. 1 1
15 [Cook Islands Investment Corporation 1 1
16 [China Minmetals Corporation 1 1
17 | Beijing Pioneer Hi-Tech Development Corporation 1 1
18 |Ministry of Natural Resources and Environment of the Russian Federation 1 1 2
19 |Government of Poland 1 1
20 |Japan Organization for Metals and Energy Security 1 1
21 |Companhia de Pesquisa de Recursos Minerais S.A.* 1 1
22 |Blue Minerals Jamaica Ltd 1 1

19 7 5 | 31

A= I1SA(2026), Exploration Contracts

SHEAR|OHER|EE | 2026. 5. Q



ofs 2™ ol [F2 2UH]
HT 0[Z 2026 6 1UNX| AFRZS JHE 3t HAES HiEsln, 720= HM3TAF 25 310|(0]
k| 9l £3()2 LAEO|A JHABICH 7€ oM LTCO 7|E K& 2EW 871 EfApet
OZ4 ZAF AZ 20(NORI ), AIRERF M7, 12|10 Z3)0jMe] Djojd FC &4 0|7}
O EE|0f QI
[t F]
20233 0= M| k[ ¢4 7[5t D2H0| ARKIBIS, Djold FEO| E| L Kl JRsAS i)
St BIAEO= Ofs| HiTHSH Q| TS B} Lot o, 1 1 W =, A= A
7, ™ el He| S Al 00| SARX o ULt
32ZE0| OHNAME U 4 QI=0| TMC| D2 Ui 7[bt k2 XFS [SA Kol Mo
Cst Alzist £F0=2 QIAlE|T QiCk 1SASH UNCLOS HIAIE KIK[SHs LR SjiRse olaks
Ki=2ol| Bichshe RS 2Bt QloL} o= oagao_% ooy TS WAL G2 =X of
L Qolof7|E S BBNJ §X0| 2026 1€ wi=lof et |SA K7Iet BBNJ S& zte
B gl SUE 22 2XE MES HA wiiE Sxist Mzo|ct
!

* 1. ISA, Exploration Contracts, 2026.4.26. https://isa.org.jm/exploration-contracts/

L) stnes

Agreement Relating to the Implementation of Part Xl of the United Nations Convention on the Law of the Sea of 10 December
1982, UN Doc. A/RES/48/263, 1994.

UNCLOS Art. 136: "The Area and its resources are the common heritage of mankind."

U.S. Congress, Congressional Research Service, Seabed Mining in Areas Beyond National Jurisdiction: Issues for Congress,
CRS Report R47324, 2025.6, p. 10.

ISD Earth Negotiations Bulletin (ENB), International Seabed Authority, https://enb.iisd.org/negotiations/international-seabed-authority
ISA, The Council of the International Seabed Authority Advanced Negotiations on the Mining Code, Press Release, 2026.3.19,
https://isa.org.jm

ISA Secretariat, Further Revised Consolidated Text of the Draft Regulations on Exploitation of Mineral Resources in the Area,
ISBA/31/C/2, 2026.

Lazcano, R. et al., A Pause or Moratorium for Deep Seabed Mining in the Area? The Legal Basis, Potential Pathways, and
Possible Policy Implications, Ocean Development & International Law, 2025.1, pp. 18-44.

ICAS, Moratoriums vs. Mining: How ISA's 30th Session Wrestled With Environmental Thresholds, Profit Sharing, and the
Rush to Regulate, ICAS Report, 2025.4.

Executive Order on Restoring American Dominance in Offshore Critical Minerals and Resources, signed by President Trump
on 2025.4.24.

ISA, ISBA/31/C/7: Draft Decision Relating to the Application for Extension of the Contract for Exploration for Polymetallic
Nodules between the Government of the Republic of Korea and the ISA, 2026.
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o H{A 20254 42 EFT HYHEE MM HMAE HHEEH(Unleashing America's Offshore

Critical Minerals and Resources) 0l ARUCt Ol= o= Se7 [l 0= ST |-

(NOAA)OIM A&BHA| THUE 2[5t SP7IE UFS £ s HIE Hofstn, & 2871l

aBARE & & JULE SKICL Exl= 7iE ots 2o{ok= X(Ho| Xi=t EEZ7F Of:! SsH2t

ZA0ICt. ZsHoflMe] Xt 7HUE2 ISAOHA 2t U=C, OFRITIK| Xt 7HUS fot gelof
EEIX| RRUCk= Zdo|ch

rir

o MA EEZSt EEZ Ul XH2 ISA 2@ S10[01M Het=0| Xi= S| W2t 2= 7|o[Lt =710l 2tofldA
oI X2l £ AE Roe 4 ATt olofl EEZU oY MyHERdES 2Rt =7ik= =LY met TE
=7iefe] eHE Solo e wole UNCLOS HIS6Zx7F 205t RUem, EEZU &322

ISAS| RIS RIX| Sh=C.

0|.|'|'| ‘|>

S22 = olle f HHEFS ZXIS(EEZ) L sHxiet XIStRtpiS BfASID T 2|7t Qlo
O, O] 2 ULHOZ =7fo| FoHollA 2008H2[7X| SHEEICt. M2t EEZ SHot=2 =LhH
L= URHCERR uéé E510] EEZUY SHMRR JHEES st Qlom 2Lzt HA| ohY
S/ (Joint Development Zone, JDZ) &XE 0] MFT 5 sigolM2] X
LS 23t H™S MZ3 BE QT

= . = |
I 221 | A 2 sigeidterdsE 21
. Polymetallic nodules Cobalt-rich crusts
@ Polymetallic sulfides / vents Exclusive economic zones

T

¥ X RY : C2Att(Polymetallic nodules) / ZLEX?ZRH(Cobalt-rich crusts) / CIE2&ERE
(Polymetallic sulfides)
Xf=: easac(2023)
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UNCLOS ®208% H|3&ol| w2t 222 xj=2 et LY(EEZ-CHEE)0IM ISA 74| 29! gio|
AR WS XX 4 QloLt 2| J|E0| Foie oHE m2|E MEslEE HAECH = EEZ

Lj Rigle olotmmlel ot gEtoz Kia-#io| JKssiC

[O0]-¢ SIER M= ZYUei3]

2025 108 28Y O[] E2jet EHI HEF| s|E#s AV(Z D|Y Hed=SER 35
b2t IS0 MEE|UC MAOIME (RO MEH A=2 D|LID|E2[A|0} oixfE
JHE 23 SZOE 2xXlof 28 MOU MB= FH[ofd QICh o] Zef|ei3= EEZ Hel W
=2 Zelols HIEH S8 M Z2Yelaz, 2 =7te] i o A2&H AEel

2
2 WAL Y3 ZHOITE AZYEl0] 9k

-1 O o T

ot mo oZ

o

[EH=-5= HM DiELM]

FHTE o EEZ U S StAM2IEE Jig HHo| JkE S| HZED U= X|Zolct
SHTE 20224 Cig4 Th| EEZ U B 2l0jMA 3742 2Eion, sk 4009 50%3
Z2AMH|A| Stelsis A 2HE| 7122 AARICH 20274 TYE! ) oi%o| ofEElof
Of MAHOIIM 7kt 9 EEZ 7I8E ASiA *i2 OLIMEIEI} & o=z M=t

\J

2025 28 AT M= S= ANANEEE dikd=s 20F M MELH 2t MOU
S HZCE AL 2ojdAE ROEX] QUOL TR AFXE2 SHTIt K= EEZ W 5=¢
ol BHAIE 520" AQR2 ofdeltt Ol ZHTet =9 T T mEHY ASAE
2025~20302| Zeto|ct.

ot 2025 88 4Y D=1t SA: YR= SHT EEZ W siMdE ArEel 2ietd At ZIH
Lt Ol= ERe ST EEZ W EAer 2 Ql= 71|

[712HA-B= E2]

2025 38 7[2[HA| FR= = FII2HIA CHAF Zhou Liminzte| =9I ool AR EfA
=2 HMoks S0IZ2 VIe'2 HEWQH, w4t 2| HAKE MZ22 o= MEHE SM5
QLI =QIYCt T2t o] 2=0] ABNJE = X, 7|2/HIA| EEZE ZeidX|= O

S0t 7[2HAE Xk 108 S=1F O 21Est 2AIE =3, WA S04=¢ wE

HE -] A= ASIE|RUCE 2019H0= CHRiel 2w 2AS EFESn S=at +udl.

njo

I-_I|19¢

[017-37% SPE B3]

2025 102 D= EZL AgRet oz dolfoliM ey d= 5l o|ER 58 4o #fet
s HEICL & Y2 S=°| JER += SH| A

i,

o=
gd= HEo| 309 B OldE S5 FARIH S=0i| tieh SEEE R 20| o[,
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e 1. EASAC, Deep Sea Mining, 2023,
https://easac.eu/fileadmin/user _upload/EASAC _Deep _Sea _Mining _ Web _ publication _ .pdf

B

B

s

The Economy Korea, ot= M= ¢ SEL EM

2025.12, https://economy.ac/news/2025/12/202512285734
Global Times, 0|-¢ OJLIO|E2|A0} ¥ S8, 2026.3,
https://www.globaltimes.cn/page/202603/1356985.shtml

o U, Miz ol Molix] Xl M =& Chd HIE,

https://www.naewoeilbo.com/news/articleView.html?idxno=2211409

e SFA Oxford, Subsea Mining and Critical Minerals,
https://www.sfa-oxford.com/knowledge-and-insights/subsea-mining-and-critical-minerals/

* U.S. Congressional Research Service, Deep Seabed Mining: Issues for Congress, IF12974,
https://www.congress.gov/crs-product/IF 12974

o TEZ} deAEwA, O 25 dMEE ofF,

https://dream.kotra.or.kr/dream/kotra/actionKotraShortUrl/k6U7QEgOSuNf.do
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* BusinessWorld Online, Philippines Rejects China's Claim to Sovereignty Over Entire SCS, 2026.3.16.,
https://www.bworldonline.com/the-nation/2026/03/16/736788/philippines-rejects-chinas-claim-to-sovereignty-ov
er-entire-scs/

e Taipei Times, 2026.3.17, https://www taipeitimes.com/News/front/archives/2026/03/17/2003853955

« StratNews Global, Philippines Rejects China's South China Sea Sovereignty Claims,
https://stratnewsglobal.com/world-news/philippines-rejects-chinas-south-china-sea-sovereignty-claims/
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e US. Department of State, Joint Statement on the Philippines-United States Bilateral Strategic Dialogue, 2026.2,
https://www.state.gov/releases/office-of-the-spokesperson/2026/02/joint-statement-on-the-philippines-united-states-bilateral
-strategic-dialogue

e AP News, Philippines United States Missile Systems, https://apnews.com/article/philippines-united-states-missile-systems-6370
5028db23da2c5a45ae7a46366b77

* Reuters, US Deploys Typhon Missile Launchers New Location Philippines, 2025.1.23., https://www.reuters.com/world/asia-pacific/
us-deploys-typhon-missile-launchers-new-location-philippines-2025-01-23/

* Taipei Times, 2026.2.18,,
https://www.taipeitimes.com/News/front/archives/2026/02/18/2003852488

* Manila Bulletin, AFP Backs Increased US Missile Deployments to Manila, 2026.2.18., https://mb.com.ph/2026/02/18/afp-backs-inc
reased-us-missile-deployments-to-manila-for-enhanced-regional-defense-posture
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* Reuters, Ireland eyes closer cooperation with NATO neighbours to handle maritime threats, 2026.2.26.,
https://www.reuters.com/business/aerospace-defense/ireland-eyes-closer-cooperation-with-nato-neighbours-handle-maritim
e-threats-2026-02-25/(Z4: 2026.2.27)
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* |rish Times, Ireland to deepen partnerships with UK and France under new maritime security plan, 2026.2.23.,
https://www.irishtimes.com/politics/2026/02/23/ireland-to-deepen-partnerships-with-uk-and-france-under-new-maritime-sec
urity-plan/(2A4: 2026.2.23)
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* European Council, Red Sea: Council extends the mandate of Operation ASPIDES to safeguard freedom of navigation, 2026.2.23,,
https://www.consilium.europa.eu/en/press/press-releases/2026/02/23/red-sea-council-extends-the-mandate-of-operation-as
pides-to-safeguard-freedom-of-navigation/(ZMg: 2026.3.23)

SHUAMRIEE|ZE | 2026. 5.



KOREA MARITIME INSTITUTE

A o
Ocean Economic RO KMI , =S LNER
Security Report SR

sH2tens o1 AJf

EU SHXI3H0I= QiTalel ohe 3 E=eim &ak

AT - EE MEYF2A(yhmin@kmi.re.kr)

2 Ug2 "oNsln 315 Q= ¢k Aol elZet #H(Recommendation (EU) 2024/779 on Secure and
Resilient Submarine Cable Infrastructures)"di| 2t 20254 10" L7t EU siXA0lE Q1Xat ot 5l S
of 2ot MZIF BEOME Feloz HEEQICH b AAet Afl2 Submarine Cable Infrastructures Informal
Expert Group(2025), Security and Resilience of EU Submarine Cable Infrastructures: Mapping, Risk
Assessments, Stress Tests, Main ReportE &=,

o AT XHEH ST (European Commission)= 20243 28 "obdstn 2|53 Q= x| A0lE
a4 Qlmat 'S AHERRCE O] s RE M| dix] AH0|F QIIate| oHdel J|SHS ST

-

=
7| Qlolf CISH =XIE AR S @it SETAIRl= of A1oj Cigt o/dE X6 |
Qfeh siix] #Hlo|g elmat 27t 2= (Expert Group)g Aot EU difx| #[o|g ¢lmatol ot
H gl 293 2UME ZMYICE FMEJF 052 $I@I= iEQF EU AOIHERH | (European
Union Agency for Cybersecurity, ENISA) SHEZ FM=|QICt 0] HE7F 1A= AEU
L AOlE Qlmat vzt 24 A2l HIHRisk Assessments), AFSIAE(Stress Tests)
o=z Y] o, HE E1MZ A0lE 2O N3 UiRE, AHolg e MY 55 ot

H /|
HISIC.

i

- ZHHIZ 2 BRI EIME K U XE 280 1xE

712, RS HEsh= X AH0|=0] Ciet
M A OHQL RIS SHUAIF 7| ffeh ZHYEIUCE £ SETALARDIR EU 2wotEM oIt
£ 20254 2¢ 212 "ZolE ¢t EU #SAZ(EU Action Plan Cable Security)'s et
M=, M2t HOME= 0] #sAElS ARXOZ o[dsh= o ER2E ZI0Z Holtt #ojs ot
H EU dSA2 ofeh-EX|-thE-S7-Adu|e] ™ T 2K six S4 2 T= AHolg olmat
Of LYol CHSSt D S Zof| fot =X MASHD M, HEVH BilME= Of2fet =
| - =
o

LS HMsSg 2oz 2elct.

sterzmietsizZE | 2026, 5. E)



PR EU sixols EY s

Mo H27F BOM= oM A0S Ql=at ofE 8l =) Getel FM s oY o, =2 2o
AfO|H HQIOZ HolsiCt 0let 2N ME7F HuME QllsiekHso UNCLOS)| 7[gtst o

U MHHEA, ZHH ZH| ot Tl F@, fE, 28 9 NATORIS| 8=l S Eot 2atd 74

’

AR gl ot MEIF BIAS AR SRi0IM K AP QIE Eaimol 97~08%7t S FAol2e S

O)EE BN  maECls H2 Axshn, EU 9 O Xent IRIIKZ S #olZol et olEEs} nfe
=2 MYS FABICH E3) Of2f3t AfZollM A Aol olmalel Eele shuol HIEY siei=0)
et OfET 24 EAZF SHRIAO|S T BIE! FU Ohzio| s TR|2 oigetn QUTh Ol Xt
1067 EU LY A1 ARIXIZE 293t 8K 0|2 HIS0| Z4st Biel, DjR2| sjojHAUz]
(Hyperscaler)7t 21 Li A/ XliiiZie Qaisle +271x| Shafsin Qloni, 0]So| 0j2-98
7t Aol Aol FA| B T 90%E HLBID 9D, S-01mE} 9l QE-0II0F EMUME
1 HIES goistn 9| ool !

| 3% 3 | SRl AA" RME

S =N

A Power feed
equipment :
4 (PpFE) Armoured Standard equipment
. Optical fibre cable buried cable laid (PFE)
Submarine line e Submarine line
terminal terminal
equipment = i
s eq(“;[’;g“t
Optical pump
C——

Repeater

Transponders

Shallow
water

Beach
manhole

Beach
manhole

Dry plant
= \\et plant

Deep water

= Power cable Cable buried Cable buried

’ Repeater (optical amplifier)

. L ————— - - - - - To next
Branching unit/OADM?* landing station

Cable laid on seabed

Xt=; Submarine Cable Infrastructures informal Export Group(2025), Security and Resilience of EU Submarine

Cable Infrastructures; Mapping, Risk Assessments, Stress Tests, Annex, p. 5.
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Microchips - * Nokia%/TSMC,? . * Ciena/TSMC,
designer/foundry Nokia%/Samsung® * Huawei’/SMIC Samsung
s ASN
Cable vessel operators * Orange Marine : Eitd;-ll:licmhe * Subcom
* Baltic Offshore

No gap Partial gap Gap

European companies Chinese companies US companies Japanese companies
Submarine cable system providers * ASN (France) * HMNTech ¢ Subcom * NEC
* ASN (France)
Cable builders * Nexans (France) * HMNTech * Subcom * NEC
* NSW (Germanvl
* Nexans (France)t a * Corning * Sumitomo
Optical fibre * NSW (Germany)? * Henglong fibre * OFS Electric
Repeaters * ASN (France) * HMNTech * Subcom * NEC
Supply
chain e e Lumentum
EUCEUDIID ¢ Coherent Corp
* ASN (France) . ¢ Ciena
SLTE and transponders « Nokia (Finland) * Huawei = Infineral(Nokiz) * NEC

* NEL/TSMC, UMC

* NTT
* KCS

Xt=; Submarine Cable Infrastructures informal Export Group(2025), Security and Resilience

Cable Infrastructures; Mapping, Risk Assessments, Stress Tests, Main Report, p. 7.
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Intentional damage

\.J @

Physical Cyber
* Ti1.Cable cuts in territorial waters * T14. Network intrusion/intrusion into the operating system
* T2. Cable cuts in Exclusive Economic Zones (EEZs) * T15. Insider threat
* T3.Cable cuts in high seas * T16. Cybersecurity attack on a Managed (Security) Service Provider
s T4.Cable cuts in backhaul (M(S)SP) or other third-party service provider
= T5. Damage/destruction of beach manhole * T17. Cybersecurity attack on the supply chain causing disruption
% * T6. Physical security breach at cable landing stations
o * T7.Damage/destruction of cable landing stations
(= * T8. Power outage due to damage to grid/transformer

* T9. Blockage of access to depot

* T10. Damage to/destruction of depot

* T11. Blockage of access to vessels

* T12. Damage to/destruction of maintenance vessels

* T13. Physical attack on the supply chain causing disruption

* V1. Insufficient physical security at beach manhole * V7. Insufficient cybersecurity in network management
* V2. Insufficient physical security at cable landing station/Network Operation * V8. Insufficient cybersecurity of network equipment
.g Centre (NOC) * V9. Insufficient cybersecurity of end-user devices
E * V3. Insufficient physical security at depots
g * V4, Lack of depot backup location
§ * V5. Exact position of cable, depots and cable landing station available in the

public domain (eases targeting infrastructure by a third party)
* V6. Lack of backup power supply at cable landing station

Xt=; Submarine Cable Infrastructures informal Export Group(2025), Security and Resilience of EU Submarine
Cable Infrastructures; Mapping, Risk Assessments, Stress Tests, Main Report, p. 19.
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Unintentional damage

T18. Fishing (cable cut) T23. Undersea seismic activity
T19. Anchors (cable cut) * T24. Undersea volcanos

T20. Civil works and dredging (cable cut) * T25. Slumping

T21. Deep sea mining (cable cut) * T26. Beach erosion

T22. Misconfiguration of network * T27. Bottom current

T28. Adverse weather events

.
z .
3

* V10. Lack of education on submarine cables for the fishing industry * V12, Cables located in geographically unstable areas

* V11. Lack of protection area around the submarine cable route in
territorial waters

* V13. Unreliable network equipment

* V14, Exposed cable at fishing/anchoring depth

* V15. Lack of cable armouring at fishing/anchoring depth
* V16. Lack of surveillance/advanced monitoring systems

Vulnerabilities

Xt=; Submarine Cable Infrastructures informal Export Group(2025), Security and Resilience of EU Submarine
Cable Infrastructures: Mapping, Risk Assessments, Stress Tests, Main Report, p. 20.
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Supply chain

* D1i. Supplier dependency (in particular non-EU)

* D2, Lack of components due to nation state
influence/control of supplier

* D3. Lack of components in the market due to high
demand or insufficient supply

* D4, Lack of standardisation in submarine system
components

* Db. Shifting market demand from telecoms
towards hyperscaler (data centres/Al) business
model

* DB6. Lack of maintenance capability in the EU

* D7. Lack of EU shipyard capacity for building new
vessels

* D8. Dependency of power supply

Dependencies

&

Geography

D9. US dependency

D10. UK dependency

D11. Chinese dependency

D12. Russian dependency

D13. Cables located in geopolitically unstable
areas

D14. Lack of route diversity

D15. Chokepoints

@

Technical/ legal/administrative

D16. Dependency on technical expertise

D17. Long process to obtain repair permit

D18. Lack of jurisdiction for incidents in EEZs and
high seas

D19. Lack of plan to respond to emergency
situations

D20. Lack of centralised reporting of physical
and/or cyber incidents

D21. Lack of co-ordination entity in each Member
State or between countries to respond to a
submarine cable incident or emergency situation

D22. Lack of information sharing between public
entities from different Member States

D23. Lack of public-private co-ordination

XtZ; Submarine Cable Infrastructures informal Export Group(2025), Security and Resilience of EU Submarine

Cable Infrastructures; Mapping, Risk Assessments, Stress Tests, Main Report, p. 22.
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3. Submarine Cable Infrastructures Informal Expert Group, Security and Resilience of EU Submarine Cable Infrastructures:
Mapping, Risk Assessments, Stress Tests, Annex, 2025, p. 5(ciXAH0lg AlAH NT).

4. Submarine Cable Infrastructures Informal Expert Group, 2025, Main Report, p. 7(EU dixA0lE 38% £ =7t Y EU 354t 9&5).

5. Submarine Cable Infrastructures Informal Expert Group, 2025, Main Report, p. 19(EU sixzolE Q=X 2IH).

6. Submarine Cable Infrastructures Informal Expert Group, 2025, Main Report, p. 20(EU sid#0l2 HIQI=X 2IF).

7. Submarine Cable Infrastructures Informal Expert Group, 2025, Main Report, p. 22(EU SiXZ0IE 2|EA).
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Submarine Cable Infrastructures Informal Expert Group, Security and Resilience of EU Submarine Cable Infrastructures: Mapping,
Risk Assessments, Stress Tests, Main Report, 2025.

European Commission, Recommendation (EU) 2024/779 on Secure and Resilient Submarine Cable Infrastructures, 2024.2.
European Commission & High Representative, EU Action Plan Cable Security, 2025.2.21.

FAEHO], [Al 2%, HlolEME ol ZRCH(1)] SoIEM — Al 28 = 2l SWaske Ho[EME, 2025.10.9,
https://www.news2day.co kr/article/20251008500033(ZA44!: 2026.3.24).

EU NISe=HI(NIS Cooperation Group)= EU NIS Directived] 2t M2iEl ef=i|2, EU 2= 7t M2fy d2int HEnIs S EU AR
HESI U FEAIAH HotS =0|7| o 253t T EU AOIHEQT|I(ENISA)ZL Hofstn IO, H7| 2o S| K&, E1M S HIFEH
TME MAikolCt

EU Commission, NIS Cooperation Group, 2026.2.13,,
https://digital-strategy.ec.europa.eu/en/policies/nis-cooperation-group(ZA4: 2026.3.24).
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