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EXECUTIVE SUMMARY

1. Purpose

= The primary purpose of this study is to indicate a direction
for constructing a system targeting comprehensive risk

management of ports.

- At present, ports in Korea are primarily managed either by port
authorities or regional offices of oceans and fisheries with
regards to disaster safety. And individual port operators have
been performing risk management activities in accordance with
management regulations.

- However, risk management activities implemented individually
do have certain limitations. Hence, a comprehensive and
systematic system is necessary for managing major risk factors

in the fields of disasters, safety and security.

ix



= This study also aims to establish a port risk management

system that applies the concept of recovery resilience.

- Recovery resilience is a concept that embraces the ability to
maintain functions of ports against dangerous situations,
encompassing absorption, adaptation and recovery.

- Indicating directions for building a port risk management system
in connection with the concept of port resilience adopted from
preceding studies will allow responding against a variety of risk
factors. Furthermore, these efforts will lay a solid foundation
for constructing a comprehensive port risk management system

that takes ex-post recovery into consideration.

2. Methodology and Features

1) Methodology

= Case analysis and literature review regarding port risks

- This study analyzed existing cases of port risks in the fields of
disasters, safety and security while classifying port risk factors
which require management based on the result of analyses and

data from literature.
- Through this process, specific risk factors were identified as the

scope of this study.

= A direction for constructing a port risk management system

was suggested by utilizing a risk matrix.



EXECUTIVE SUMMARY

- Risk factors were evaluated and classified based on a risk matrix.

- A system is structured in accordance with the standard procedure
of risk management that goes Tisk identification - risk analysis
- risk assessment - risk treatment’.

- A direction for building a comprehensive risk management

matrix was presented that applied the concept of recovery

resilience.

2) Features

= This study suggests direction for building a comprehensive
risk management system for Korean ports based on the

concept of recovery resilience.

- Studies concerning risk factors and risk management of ports
have been conducted for a long time, whereas studies regarding

recovery resilience have started rather recently.

- In particular, studies for building a risk management process
that applies the concept of recovery resilience are insufficient.
Against these circumstances, this study intends to indicate a
direction for building a practical risk management system by
employing the measurement model for port resilience as well
as constituents suggested by the Korea Maritime Institute (2020)

onto the already established risk management framework.

= A direction for constructing a risk management system that
can be used in the field by applying the measurement model

and constituents of recovery resilience of ports presented in

Xi



3.

the previous study with the risk management framework.

- This study aims to suggest a direction for building a
comprehensive management system for risks in the areas of
disaster, safety and security, while presenting measures for its

practical use.

Results

1) Summary

Xii

= Assessment of port risk factors utilizing a risk matrix

- This study assessed the impact and probability of natural
disasters (typhoons, tsunamis), social disasters (strikes, explosion
or leakage of dangerous materials, fine dust, and infectious
diseases) and security risks (acts of terrorism, environmental

accidents, and cyber terrorism incidents).

{Summary Picture) The result of Risk Matrix analysis

Probability

1.00 2.50 4.00
1.00

« Fine Dust
Impact 250
Environmental Accidents
. . Infectious Typhoons
Diseases . .
Cyber Terrorism
4.0C . o
’ Earthquakes
. * Strikes
, Terror Dangerous
Attacks

Materials



EXECUTIVE SUMMARY

= Components of a risk management matrix

- Based on 9 components of recovery resilience which include
robustness, redundancy, visibility, flexibility, collaboration,
agility, information-sharing, response, and recovery as the
criteria, management measures for each component were

established.

- The established matrix is connected to the assessment system.

= Risk management framework and the assessment of recovery

resilience

- A weighted value per each risk factor is set based on the risk

matrix

- Utilizing a weight and an assessment score per factor of recovery
resilience, the criteria for the risk management framework was

established by port

- This study assigns rankings for ports based on the assessment
scores, while devising following-up measures in accordance

with the rankings.

2) Policy suggestions and policy-making activities

= Development and formulation of a risk management system

- The system development will be carried out over 4 years by
dividing it into two categories; policy sector and technological

sector.

- As for the policy sector, specific contents of the port risk

xiii



management process are applied in practice targeting large
ports such as Busan ports. During the process, risk management
factors are selected and evaluated on an annual basis, while a
risk management matrix is constructed based on recovery

resilience.

- With regards to the technological area, the first step is to
conduct a feasibility study for system design, followed by
software development. The second step is to operate a pilot
system, advance it and then expand the system to ports

nationwide, while installing hardware for servers and managers.

= Organization of a task force dedicated to assessing the level

of port risk management

- Qualifications for a dedicated assessment team are established
by referring to the requirements of security examiners of port
facilities stipulated in the ‘International Ship and Port Facility

Security Act.

- A team dedicated to assessing port risk management is
formulated consisting of a total of 5 individuals: the team
includes a person in charge of disaster safety at ports; one port
safety inspector; 2 experts in disaster safety management and
one person designated by workers’ organization from a safety

consultative body.

3) Expected benefits including policy contribution

= With factors threatening port operation continuously

Xiv



EXECUTIVE SUMMARY

increasing, this study presents a direction for constructing a

risk management system.

As this study indicates a direction for building and assessing a
comprehensive risk management system for ports, it will lay the
foundation for accelerating ports’ safety management, a purpose

of the newly legislated Port Safety Special Act.

With assessment of the risk management system carried out by
individual port being available, this study can be utilized as basic
data for making policies to enhance risk management and

recovery resilience of ports.

Presenting a direction for follow-up studies will further
invigorate studies relevant to recovery resilience and risk

management systems at ports.

These studies may include selecting risk factors by port, evaluating
risk factors through the construction of a risk matrix, selecting risk

facilities and comprising a risk management matrix and so on.

Studies with regards to system design, functional diagrams,
selecting data entities, functional implementation as well as
screen and Ul (User Interface) design can be conducted to

construct a web-based computer system.

Efforts are required to further develop the model through
theoretical study on recovery resilience and advance the level of

risk management by applying it to the risk management matrix.
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= ¥ ¥ (risk management)ZFal YAE=H], 1SO(2009)= A3H4<
A #HE 9ol 117H4] 71242 AARE B Qiek. (E 2-1)2 A
oo ¥xE Fgt Aol

H2-1) 98 B2lo| ¢4

S o5 L
1 7IX|9) #E1} 25 (create and protects value)
2 | ZE DZ2MALLS| Edkintegral part of organization processes)
3 | QAFZEHC| gt I (part of decision making)
4 &9l 2HsIMO| Halkst g (explicitly addresses uncertainty)
5 HAX, ZEIH Al7|XEM(systematic, structured, and timely)
6 0|2 7ksst 2149 HE0| 7|EKbased on the best available information)
7 U A #a(tailored)
8 AlHD 23 Q4 S8 18 (takes human and cultural factors into account)
9 | Eotd EZX(transparent and inclusive)
10  H3lo| 3, 2t2H0| 0 MAES h2(dynamic, iterative and responsive to change)
1 o] KRl /M1t &k FZ(facilitates continual improvement and
enhancement of the organization)
A= 1SO(2009)

2. 3 H2lo Hxi
(19 2-1)=2 ISO7F AAIgE BHAQl 99 W& A%t Y& (principle),
Y A A (framework), I (process)S UERHIL Qltt. o] F Ad #=

AL A T2 i, 718 5= E%(scope, context, criteria), 4@ A1E
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A (risk treatment), YE B} HE(monitoring and review)

02 FAgE0] 9ot o] F A A - 9 &4 - 9 HIE Yo}
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(13 2-2) S8 913 B2l HEYA

Risk reduction
(preventing hazard/

Transfer or share
risks

Being better
prepared

and recovering

informing policy

and programming
decisions, consensus
building approaches,
electoral reform in
some contexts

allegiances and
coalitions for peace

conflict analysis,
training in mediation,
development

of negotiation
strategies, proactive
peacekeeping

shock, reducing effectively
exposure and
vulnerability)
Climate change risk Greenhouse gas (Re)insurance, Monitor salinisation, Support McGray et al. (2008)
emissions reduction, community savings coral bleaching, environmental
poverty reduction and other forms of seasonal forecasts migration and
risk pooling livelihood transitions
Disaster risk Land use planning, (Re)insurance, Early warning, Cash-transfers, rapid UNISDR Global
poverty reduction, community savings evacuation, first aid shelter provision, Assessment Report
strong building codes | and other forms of training risk assessments in (2011)
with enforcement risk pooling reconstruction
Conflict risk Conflict analysis Building wider Early warning, Peacekeeping, GSDRC on conflict

transitional justice/
peace building, new
governance and
decision-making
processes, economic
opportunities

(Haider, 2011)

Economic and
financial shocks

Transformative and
promotive social
protection, land
reform, migration,
build foreign
reserves

Redistributive tax
measures, with
investment in
welfare/benefit
for more exposed
individuals

Early warning,
economic

trend analysis,
coordination
between government
departments, macro-
economic shock
facilities

Cash and other asset
transfers, increases
in aid, supported
investment flows.

Devereux and
Sabates-Wheeler
(2004), te Velde
(2008)

Xt&: Mitchell and Harris(2012), p. 4

H2E 2
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ZAo|ut A 4o] T3] 9% el 4 1 A
Astslo] RHE AHFE ma 1R s)de] AR st 919 B A
28] 729 WaAe 27 A 1A BN Az 4 olek WA 7R
Aok ol AL 919 Belo] Y-S 24HQ Ao, 24 wAvt
i3] QAAElolobat vl ofnl AZIT 919 A1E - 913 24 - 9
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Sl TR © 2ASo] BEShL, @A MAHE T AIAEE 5
AR/AAZ} 7FsshoFat Z|&2Q1 9 #2|7F 7Fsd ZolH, ol Starr,
Newfrock, and Delurey(2003)7} 43¢t 3lE2Et2lA 7|4o] X|<&%Q1
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b ANE 29U 4 o Al G A4 G} 5 A

2. f1 E2l AAE Ak

1) K-water 2|AT&d| AJAH

K-water= = 357|135 2|22 AA | A338=(ERM: Enterprise
Risk Management) 7H9< &%t 98 #e| A|AHES =519 }2)
200790l ERM AlAES F&Estal 29517 Al&ste] 2012400E
KRM(K-water Risk Management System)°]2h= 0|50 & HA3}5)
L, 201499= HHMY KRME 75911, 201599 Al2ad A=sks
A=tk

2) 018X - ZAMIZ(2009), p. 97.
3) K-water SH0|X|(ZAAM: 2021. 9. 22)
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2 Medium 2) “4) (6)
HI-LP | HI-MP | HI-HP
3 High 3) ©) ()]
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