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EXECUTIVE SUMMARY

Measures to Increase the Utilization of
Port and Logistics Data following
Amendments to the Three Major Data
Privacy Laws

Ki-Youl Lee - Mu-Hong Kang - Jeong-Yong Seo

1. Purpose

» By the amendments to Korea's three major data privacy laws,

the study aims to perform a structural analysis of ports and
logistics data with a review of the possibility of connecting them
as well as expected effects by the amendments. The study
intends to present several measures to improve the connection

and utilization of the data.

- With the development and spread of the 4th Industrial Revolution
(IR) technologies, the society has fast been transforming into
a hyper-connected society. Hence, new national tasks have
emerged while developing a new industry subject to the data
economy and strengthening the competitiveness of existing

industries.

- The port and logistics industry also requires to expand the

connection and utilization of data as a means to enhance



competitiveness. Furthermore, logistics competitiveness should
be strengthened by effectively connecting port and logistics data
in import and export between maritime terminals, ports-ships

and ports-land.

- The recent amendments to the three major data privacy laws
are expected to improve the accessibility of Korea's logistics
data managed by public organizations and institutes, which
stimulate the establishment of measures to connect and utilize

data in the field of ports and logistics.

2. Methodology and Features

1) Methodology

» A review of preceding studies and relevant laws and systems

were carried out to analyze major content of the amendments
to the three data privacy laws as well as the development and

operation structures of ports and logistics data systems.

- The study reviews the purpose, major contents of the amendments
and its implications of the three major data privacy laws; the
Personal Information Protection Act; the Act on the Promotion
of Information and Communications Network Utilization and
Information Protection; and the Act on the Use and Protection

of Credit Information.

- It also reviews laws relevant to the establishment and operation

of ports and logistics data systems such as the Harbor Act, the
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National Transport System Efficiency Act, the Customs Act and
the Framework Act on Logistics Policies.
» The study includes a literature review, analysis of user manuals

of relevant websites and a series of consultations with experts

to analyze the structures of ports and logistics data including
PORT-MIS, KTDB, UNI-PASS while examining the possibility of

connecting and matching them.

» It establishes several measures to improve the connection and

utilization of ports and logistics data by a series of consultations

with experts on relevant data.

2) Features

» Existing studies have focused on the establishment of relevant

data systems in the areas of ports, logistics and supply networks

as well as its standardization.

- Following the amendments to the three major data privacy laws,
existing studies have identified expected effects, limitations and
future tasks on specific areas, such as medicine, health and

finance.

» Based on the structural analysis of ports and logistics data, the
study reviews a possibility of connecting and utilizing relevant
data, proposing measures to strengthen its connection and

utilization.

- The study shows the structural review of ports and logistics data,

review of relevant laws as well as the availability to connect the

Xi



data from technological, social and industrial perspectives.
Based on the analysis, it presents unprecedented measures for
connecting a variety of data, reviewing the availability of
accurate analysis on data and information as well as improving

its utilization.

3. Result

1) Summary

» The amendments to the three major data privacy laws have laid

the legal foundation for invigorating the data economy.

- Prior to the amendment, the importance of personal information
protection and the ambiguous definition of personal information
limited the analysis of big data on personal information. More
specifically, ‘anonymized data’ resulted in a loss of huge data
in the processing while having unclear legal ground for
transferring personal information to a third party under the

assumption of permitting commercial use.

- The amendment also stipulates that anonymized data are
excluded from the scope of personal information, which cannot
identify a specific living individual although combined with
other information by those data handled. Such a measure
alleviates the legal limitation relevant to personal information

protection.

- Having introduced the concept of ‘pseudonymized data’, the

amendment allows individuals handling data to process

il
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pseudonymized data for such purposes as statistical preparation,
scientific research and preservation of public records, without
the data subject's consent. Such a measure allows more accurate
data analysis to be utilized compared to those with anonymized
data.

» The amendment to the three major data privacy laws is expected

to increase the connection and utilization of ports and logistics

data, which still requires legal and institutional improvements.

- Ports and logistics data contains the personal information of a
variety of stakeholders, which has been limiting the collective
analysis and utilization of data. Due to the amendment to the
three major privacy laws, however, connection and analysis of data
have become available after the processing of pseudonymization

and anonymization.

- A legal basis for the establishment and operation of a port and
logistics data system is stipulated in a number of acts including
the Harbor Act (PORT-MIS), the National Transport System
Efficiency Act (KTDB) and the Customs Act (UNI-PASS).

- The Framework Act on Logistics Policies clearly states that the
National Logistics Integrated Information Center should be
established and operated to build an integrated national
database on logistics as well as to process, accumulate and
provide logistical data. However, the information center is
currently performing the sole function of offering logistical

information.

» Data systems such as PORT-MIS, KTDB and UNI-PASS are able
to produce cumulative data of ‘port traffic’ by basically collecting

xii



and connecting information including travel subjects, departure
and arrival destinations, departing and arrival time and travel

time.

- Although South Korea has established an advanced level of
collating and managing port and logistics / transportation
information, it is extremely difficult to generate new and
meaningful information due to the low level of information
utilization. This results from the lack of connection between

databases and issues relevant to personal information protection.

- Connecting logistics data at the national level is necessary which
includes the connection between stakeholders in each sub-sector
within the logistics industry as well as that between different

areas of logistics.

Ports and logistics data can be connected from the technological

perspective, whereas it is facing difficulties in connecting them

from the social and industrial perspective.

- Technological perspective: With the rapid growth of computer
processing capacity, a number of comparison performances can
be easily processed. Also, unnecessary comparisons can be
reduced by effective indexing methods. Hence, connecting ports

and logistics data is available on a technological perspective.

- Social and industrial perspective: Experts agree that the
connection of ports and logistics data from the social and
industrial perspective will be challenging as there are elements
of data that stakeholders and its subjects are reluctant to

disclose. Although the data are pseudonymized or anonymized,

Xiv
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there is a concern of the subject of information being disclosed
which requires measures to improve the quality of data and

secure the reliability.

» This study proposes measures to increase and invigorate the

data connection in ports and logistics as follows; @ inducing
the participation of private data, @ verifying and improving the
quality of connected data, ® expanding the function of
connecting systems and enhancing the accessibility and @
discovering the demand for data connection and building

relevant capacity.

- Inducing the participation of private data: There are several
missing links between public data, which requires the
participation of private data to supplement these shortages.
Hence, it is necessary to provide incentives to encourage
voluntary participation and establish a network for mutual

exchange and cooperation.

- Verifying and improving the quality of connected data: A
thorough preliminary review is necessary in regards to the
representativeness and coverage of connected data. In addition,
it is necessary to conduct a prior review and establish an
improvement system to increase the quality of data for securing
data consistency, validation, uniqueness, completeness, integrity,

accuracy and timeliness.

- Expanding the function of connecting systems and enhancing
the accessibility: Existing functions of the National Logistics
Integrated Information Center need to be expanded to analyze

the connection of logistics data and provide the result. A user-

XV



friendly system should be established to reinforce accessibility

and utilization.

- Discovering the demand for data connection and building
relevant capacity: It is necessary to introduce and utilize a
system for creating the demand for connected logistics data
including public contests. In addition, it is required for
developing an education system to strengthen the analytical

capacity of data connection.

» These measures are expected to bring down the cost arising

from collating data information since an unprecedented new
type of data can be created by connecting rather fragmented

data.

- It realizes real-time tracking of cargoes, which has been a core
need of both shippers and customers, early detection and swift
response against potential problems on the supply chain with

delivery vehicles and cargoes.

- It is possible to secure all sets of the latest data, based on which

a better plan for national logistics and infrastructures can be
established.
2) Policy suggestions and relevant activities

» Establishing a platform and governance for connecting ports and

logistics data: The service of the National Logistics Integrated
Information Center should be redefined and reestablish its

platform.

- It is necessary to establish a cooperative platform with directly

XVi
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and indirectly related to logistics, including government
departments, companies and research institutes in order to build

a connected platform.

- It is required to establish an independent organization or
institute specializing in the process of pseudonymization,
anonymization and connection with logistical data in order to

maximize the effects of data connection.

Legal and institutional improvements relevant to ports and
logistics data: Relevant laws including the Framework Act on
Logistics Policies should be amended to realize the connection

of ports and logistics data.

- A competent authority for collating and managing relevant data
should be expanded from the current Ministry of Land,
Infrastructure and Transport to include the Ministry of Oceans
and Fisheries for connecting all areas of logistics including ports

and shipping sector.

- It is imperative to devise measures to provide incentives and
build a cooperative system for encouraging voluntary participation

of principal agents of private data.

Standardizing collection and utilization of ports and logistics

data and expanding its connection: securing a high level of
quality in basic data is pivotal in maximizing the effect of

connecting ports and logistics data.

- An organization and institution in charge of data connection
should define connected data in relation to logistics with specific

standards for utilization. In doing so, it provides a guideline for

XVii



preventing connected data and information from being misused

by standardizing the utilization of data.

- Other than databases of PORT-MIS, KTDB and UNI-PASS which
are the subjects of this study for analysis and investigation, it
is necessary to further expand the connection with public and

private databases.

» Training professionals in relevant fields: A policy should be

prepared from the long-term perspective to nurture professionals

in big data, data connection and analysis.

- Relevant workforce should be able to improve expertise by
granting scholarships from the government or holding a public

contest organized by the government or research institutes.

- It is essential to establish measures to systemize research works
in regards to collation, connection, processing and analysis of
data, supporting to form a network of researchers who have

conducted the research.

3) Expected benefits including policy contribution

» This study has laid a solid foundation for legal and institutional
understanding in utilizing the pseudonymized and anonymized
data in the field of ports and logistics following amendments

to the three major data privacy laws.

» The structural analysis of ports and logistics data contributes

to identifying relevant governmental departments and institutions,

identifying the possibility of connection. In addition, the analysis
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from the social and industrial perspectives clarifies potential

areas for investment in policy capacity.

AYVANNS

» This study presented measures to invigorate the connection of
ports and logistics data while suggesting measures to encourage
potential participants who have been reluctant to share the data

and information despite being pseudonymized and anonymized.

» These measures will allow research institutes to utilize ports and
logistics data and support the decision-making process of the
government. It will also potentially establish a timely and real-
time system for sharing information and data, increasing the
visibility of the overall logistics industry, which will ultimately

satisfy the needs of participants in the supply chain.
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