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EXECUTIVE SUMMARY

A Study on Restructuring
the Security Management System
for Locally Managed Trade Ports

Ga-Hyun Kim - Joo-Won Lee - A-Rom Kim

1. Background and Purpose

= Following the implementation of the Act on the Batch
Transfer of Central Government Functions to Local
Governments, the managing authority for locally managed
trade ports was transferred to local governments. However,
port security operations remained under the jurisdiction of
regional offices of the Ministry of Oceans and Fisheries,

creating a bifurcated governance structure.

- Terminological inconsistencies between the Harbor Act and the
International Ship and Port Facility Security Act, combined with
the ambiguous definition of ‘port facility owner, result in

unclear legal accountability.

xvii



- Practical challenges have emerged, including drastic cuts to port
security budgets for locally managed trade ports in 2024,
highlighting the urgent need to clarify the appropriate entity
responsible for security operations and undertake legal and

institutional reforms.

= In this context, this study aims to identify the appropriate
entity for performing port security operations at locally
managed trade ports from various perspectives and

formulate legal and institutional reforms.

- This study seeks to ensure the sustainability of port security
through the following measures: clarifying the port facility
owner concept and security responsibility attribution, proposing
legislative amendments, establishing financial support systems,

and developing coordination frameworks.

2. Current Legal and Institutional Framework and Key
Issues Regarding Port Security of Locally Managed
Trade Ports

1) Transfer Status of Locally Managed Trade Ports Following
the Enforcement of the Act on the Batch Transfer of

Central Government Functions to Local Governments

= Implemented on January 1, 2021, the Act on the Batch Transfer

of Central Government Functions to Local Governments was

xviii



EXECUTIVE SUMMARY

enacted to realize substantive decentralization by transferring
delegated functions from central administrative agencies to

local governments as autonomous affairs.

This legislation stipulated a large-scale transfer of authority
across 46 laws to local governments, with a substantial scope

encompassing the maritime and fisheries sector.

The transfer of port affairs to local governments gained
momentum at the 2008 Regional Development Policy Briefing,
where it was decided to delegate management and development
authority for ports except major trade ports to local governments,

with budget and personnel to be transferred together.

Management authority over port facilities at 17 locally
managed trade ports was transferred through a phased
approach, beginning with delegation to local governments

in 2010 and culminating in full transfer in 2021.

Under relevant legislation including the Harbor Act, the Act on
the Arrival and Departure of Ships, the Public Waters
Management and Reclamation Act, and the Harbor Transport
Business Act, various affairs were converted to autonomous
affairs. These include implementation of port development
projects, authorization for port facility use, and registration of

port transport businesses.

Port security affairs, however, remained explicitly outside the
transfer scope because the International Ship and Port Facility
Security Act was excluded from the 46 laws designated for

transfer.

Xix
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- This exclusion stemmed from the 2009 deliberations of the

Committee for the Promotion of Decentralization, during which
a majority of city and provincial governments expressed
opposition due to concerns about insufficient expertise and
experience with international conventions such as the ISPS Code
and SOLAS.

- As a result, locally managed trade ports operate under a dual

structure separating management authority from security
responsibility. This structure has persisted for approximately 15

years, from the delegation in 2010 to the present in 2025.

Current Status of Legal Framework Related to Port

Security Operations

= The International Ship and Port Facility Security Act, which

was enacted in 2007 and is directly related to port security,
provides the domestic legal foundation for implementing the
IMO’s ISPS Code.

- This Act adopts a risk-based security system, classifying security

levels from Level 1 to Level 3 and stipulating the differentiated

security measures to be implemented at each level.

Under Article 52-2 of the Enforcement Rules of the Security
Services Regulations, airports and ports are explicitly
designates airports and ports as facilities critical to national

security.



EXECUTIVE SUMMARY

This designation signifies that port facilities are not merely
transportation infrastructure but rather national security

facilities requiring protection at the national level.

A critical issue in statutory interpretation concerns Article
2, Paragraph 8 of the International Ship and Port Facility
Security Act, which defines ‘port facility owner’ as ‘the

owner, manager, or entrusted operator of port facilities.’

Under a literal interpretation, local governments could potentially
be construed as port facility owners based on their role as
‘managers of port facilities.

However, this interpretation faces significant limitations,
including constraints based on legislative history, the absence
of enforcement mechanisms, disconnection from practical
realities, and the inherent characteristics of national security
affairs.

In particular, Article 50, Paragraph 1 exempts local governments
from penal provisions, making it impossible to guarantee

substantive compliance.

In terms of legal structure, Article 104 of the Harbor Act
explicitly designates city mayors and provincial governors as
recipients of delegated authority. In contrast, Article 44 of
the International Ship and Port Facility Security Act limits
delegation to heads of affiliated agencies, thereby excluding

local governments.

xXxi



This divergence may be interpreted as evidence that port

security operations constitute exclusive national affairs.

3) Issues Arising from the Separation of Management
Authority and Security Responsibility

xxii

A literal interpretation of Article 2, Paragraph 8 of the
International Ship and Port Facility Security Act could
suggest that local governments qualify as port facility owners
based on their role as ‘managers.” However, this interpretation
entails significant contradictions when legislative history and

the legal framework are considered.

Notably, Article 33-2, newly established in 2024, authorizes local
governments to implement port security measures against illegal
drones, including detection and interdiction. Additionally,
Article 6, Paragraph 3 requires the Minister of Oceans and

Fisheries to notify port facility owners of security levels.

These statutory provisions operate on the assumption that local

governments perform security operations.

In practice, however, local governments are entirely excluded
from security operations, creating a disconnect between

statutory provisions and actual practice.

Article 50, Paragraph 1 exempts local governments from penal
provisions, leaving no effective mechanism to enforce
compliance with legal obligations. This represents a significant

gap in the legal framework.
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From an operational perspective, budgetary inefficiency is

particularly pronounced.

Despite local governments holding management authority over
port facilities, security-related budgets are formulated and
executed by the central government, hindering efficient

resource allocation.

Port A exemplifies this issue: the budget for expanding port
security facilities decreased by approximately 58.7%, from 672.8

million won in 2023 to 278.1 million won in 2024.

In terms of professional expertise, local governments have
almost no experience in national security operations, except

for government building security.

During the 2008-2009 deliberations of the Committee for the
Promotion of Decentralization, the majority of city and
provincial governments opposed such transfer, citing insufficient
specialized knowledge of international conventions such as the
ISPS Code and SOLAS.

Using South Gyeongsang Province as an example, local
governments lack specialized security organizations comparable
to the Seafarer and Maritime Safety Division within Regional
Oceans and Fisheries Administrations. In reality, local
government officials possess virtually no knowledge of

international conventions.

Even if local governments were to undertake security operations,
such challenges cannot be addressed through short-term

personnel or budgetary support. Should the transfer occur
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without systematic preparation, there is significant risk of

creating security gaps.

3. Status Survey on the Transfer of Port Security

Responsibilities at Locally Managed Trade Ports

1) Current Status of Port Facility Security at Locally Managed
Trade Ports

XXiv

An investigation of security facilities, security personnel, and
budget status across 12 locally managed trade ports

identified significant variations by port scale.

While most ports are equipped with basic security infrastructure
including CCTV systems, access control systems, and security

fencing, much of this equipment is outdated.

Specifically, certain ports operate equipment that has been in
service for over a decade since installation, with insufficient

maintenance budgets making normal operation difficult.

The qualitative standards of security infrastructure vary
considerably across ports, complicating efforts to maintain

uniform security levels.

Security personnel were found to be critically insufficient.

With the exception of Jeju Port (141 people), most ports operate

with security staff ranging from 8 to 25 people.
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This falls below the minimum staffing required to maintain a

24-hour shift system.

Most security personnel are registered security guards; however,
they lack specialized training as Port Facility Security Officers
(PFSOs).

Insufficient understanding of international conventions such as
the ISPS Code limits their ability to perform security operations

to international standards.

Revenue from security fee collection represents an
exceedingly minimal proportion of port operating costs.
At most ports, annual security fee collection merely amounts to
several million won, a sum insufficient to cover even 1% of
personnel expenses and facility maintenance costs.

Security operations rely entirely on the national budget allocated
to Regional Oceans and Fisheries Administrations. Local
governments essentially lack the financial foundation to operate

security systems independently.

These survey findings demonstrate that local governments
have not yet established independent security systems for
locally managed trade ports.

Essential requirements for consistently maintaining security

standards in compliance with international conventions (ISPS

Code) have not been fully implemented.

Multiple structural problems exist, including aging facilities,
inadequate personnel expertise, and insufficient financial

autonomy.
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- Addressing these problems in the short term is realistically

difficult.

= Regional Oceans and Fisheries Administrations point out
that the current dual structure leads to inefficiencies in
budget planning and execution, ambiguous accountability,

and coordination challenges.

- These administrations emphasize that port security operations
require an integrated national-level management system. They
particularly stress that centralized control is essential for
implementing international conventions such as the ISPS Code

and maintaining nationally uniform security standards.

= Local governments generally hold a negative stance on the

transfer of port security operations.

- Considering that a majority of cities and provinces opposed this
transfer during the 2008-2009 review by the Committee for the
Promotion of Decentralization, local governments show minimal

need or willingness for handling security operations.

2) Cases of Local Governments Performing Security Operations

= To examine the feasibility of local governments performing
security operations, cases involving urban railroad and water

purification facility security were analyzed.

- In the case of urban railroads, local governments carry out
security operations such as counter-terrorism measures, security

screening, and CCTV operations in accordance with the Urban
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Railroad Act.

Under the Water Supply and Waterworks Installation Act, local
governments operate access control, security fencing, and

surveillance systems for water purification facilities.

These cases indicate that local governments have the capacity

to carry out physical security operations at a certain level.

However, a cautious approach is necessary, as urban
railroad and water supply security differ fundamentally from

port security.

Urban railroad and water supply security constitute single-
dimensional security operations focused on ‘service safety’ and

‘asset protection’ based on domestic legislation.

In contrast, port security represents a security system that
combines national, international, and multifaceted functions,
including implementation of international conventions, border
management (CIQ), counter-terrorism and weapons of mass

destruction response, and prevention of illegal material inflows.

While urban railroads and water supply facilities primarily aim
to ensure safety and provide services to local residents, ports

are directly linked to overall national security.

The ISPS Code is an International Maritime Organization (IMO)
convention that presupposes contracting governments’
implementation responsibilities and requires maintaining

nationally uniform security standards.
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= The urban railroad and water supply cases demonstrate that
local governments can perform physical facility protection.
However, port security requirements clearly fall within the
realm of national government responsibilities, as they
involve implementing international conventions, fulfilling
national security functions, and maintaining uniform

security standards nationwide.

- Local government capabilities remain limited to physical facility
management, and they still lack the expertise and organizational
systems necessary to perform national security operations based

on international conventions.

- Port security in particular requires close cooperation among
national agencies including the National Intelligence Service,
Korea Customs Service, and Korea Immigration Service. Core
security operations such as security level designation, security
assessments, and security plan approvals are predicated on
consultations with national security agencies under the
Enforcement Rules of the Security Operations Regulations. This
makes them difficult for local governments to perform

independently.
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4. Review to Clarify Responsibility for Port Security

Operations

1) Review of the Port Security Operations Entity

= A comprehensive review of the appropriate entity for port
security operations was conducted from multiple perspectives
including legal character, local government capacity,
international convention implementation responsibilities,
and fiscal stability. The conclusion is that the national

government should perform these operations at this stage.

- From a legal perspective, port security operations meet multiple
requirements for national affairs as stipulated in Article 15 of

the Local Autonomy Act.

- These operations correspond to Item 1 (affairs necessary for
national survival: national security and border management),
Item 2 (affairs requiring uniform nationwide management:
implementation of the ISPS Code), Item 4 (infrastructure affairs
of nationwide scale: ports), and Item 7 (affairs requiring
advanced technical expertise: specialized knowledge of

international conventions).

- This indicates that these are affairs that should in principle be

handled by the national government.

= From the perspective of local government capacity,

immediate implementation at this stage is difficult.

XXixX



XXX

Survey results indicate that security facilities at locally managed

trade ports vary significantly, and some are outdated.

There are difficulties in securing security personnel, and security
fee collection is minimal, making it challenging to operate a

self-sustaining security system.

In stakeholder opinion surveys, local governments mentioned
the need to enhance understanding of international conventions
such as the ISPS Code, difficulties in establishing specialized
organizational systems, and the need to redefine the role of
registered security guards. They thus expressed a cautious

stance toward the transfer of security operations at this stage.

In particular, personnel meeting PFSO qualification requirements
are not sufficiently available, and local governments need to

accumulate work experience in the port security field.

From the perspective of international convention
implementation responsibility, port security operations

require consistency.

The ISPS Code constitutes an obligation for which the national
government bears direct responsibility to the international
community, and foreign governments and shipping companies

place their trust in national-level security systems.

If security operations are decentralized across local governments,
there is concern that variations in security standards between
ports may arise due to differences in regional fiscal conditions

and policy priorities.
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Security vulnerabilities at some ports could undermine the entire

nation’s international credibility.

In a structure where the national government bears ultimate
responsibility under international conventions, delegating actual
management to local governments could result in unclear legal

accountability.

From a fiscal stability perspective, budget shortfalls exist
even under the current national government implementation
system, and these problems are expected to worsen if

operations are transferred to local governments.

Currently, port security fees collected each year total only a few
million won, insufficient to cover even 1% of actual personnel

expenses and facility maintenance costs.

Collected security fees accrue to the national government and
are incorporated into the national budget. While the national
government performs security operations based on these fees,
they are woefully insufficient and must be supplemented by

general budget funds.

If operations are transferred to local governments, fiscal

problems are likely to worsen significantly.

Under the Act on the Batch Transfer of Central Government
Functions to Local Governments, funds for transfer projects are
provided only on a temporary basis until 2026, and from 2027
onward, local governments must allocate these costs from their

own budgets.
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From a local government perspective, they must continuously
bear substantial costs required for port security including
security CCTVs, registered security guard personnel costs,
security equipment, and security fencing. Given local
government fiscal conditions, this inevitably becomes a

significant burden.

In stakeholder opinion surveys, local governments clearly stated
that ‘security operations cannot be performed without sufficient
budget support,” demonstrating that securing adequate budget

is a prerequisite for transfer.

A cautious approach is also necessary regarding the

relationship with decentralization policy.

While decentralization is an important constitutional value, it
must be balanced against fundamental values such as national
security, international convention implementation, and

protection of citizens’ lives and property.

Port security operations meet multiple requirements for national
affairs as specified in Article 15 of the Local Autonomy Act.
Under the principle of subsidiarity, it is appropriate for the
national government to perform these operations at the current

stage.
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2) Appropriateness of Responsible Entities by Specific Port
Security Task

= It is appropriate for the national government to perform port
security operations given the legal character of these
operations, current local government capacity levels,
consistency requirements for international convention
implementation, and concerns regarding budget allocation
stability.

- However, in the long term, transfer of certain operations may
be considered under specific conditions. These conditions
include local governments developing sufficient specialized
capacity, establishing a stable budget support system, and
building national supervision and support systems. Such transfer
could apply to facility and equipment management and

personnel operations.

= Legal and institutional improvements are necessary to
resolve legal ambiguities and coordination difficulties caused

by the current dual structure.

- Problems exist due to the separation between the managing
authority (local governments) and the security implementation
agency (Regional Oceans and Fisheries Administrations),

including unclear accountability and delays in work coordination.

- These issues should not be resolved by transferring security
operations to local governments. Rather, they should be

addressed by clarifying the legal basis for the national
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government to perform these operations through amendments
to the International Ship and Port Facility Security Act and the
Harbor Act, and by strengthening the cooperation system with

local governments.

= Clarification through amendment of the International Ship

and Port Facility Security Act is necessary.

- Article 2, Paragraph 8 should be amended to specify the Minister
of Oceans and Fisheries as the port facility owner in the case
of locally managed trade ports, or a new provision should be
established to explicitly stipulate national government
performance of port security operations at locally managed
trade ports.

- Another option is to amend Article 23 (Port Facility Security
Officer), Paragraph 1 to specify ‘the owner of port facilities (the
national government in the case of locally managed trade

ports).’

= Article 45 should be amended to detail financial support
procedures and establish a legal basis for priority budget

allocation as essential national affairs.

5. Conclusion and Policy Recommendations

1) Conclusion

= This study examined the dual structure at locally managed

trade ports, where managing authorities and security
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responsibility entities are separated following the 2021
implementation of the Act on the Batch Transfer of Central
Government Functions to Local Governments. Through legal,
institutional and empirical approaches, the study analyzed
problems in this structure and proposed improvement

measures.

- Legal and institutional analysis confirmed problems including
inconsistencies between the concept of port facility owner under
the International Ship and Port Facility Security Act and the
actual entities performing security operations, as well as
between the ‘managing authority’ concept under the Harbor Act
and the ‘manager’ concept under the International Ship and Port

Facility Security Act.

- Field surveys of twelve locally managed trade ports confirmed
that security facilities are outdated with significant variation
between ports, and annual security fee collections amount to
only several million won, making self-sustaining security system

operation impossible.

= A review of the legal character of port security operations
in light of Article 15 of the Local Autonomy Act determined
these to be national affairs.

- These operations meet all four key criteria: national security
implications (Item 1), need for uniform nationwide standards

(Item 2), nationwide infrastructure scope (Item 4), and

specialized technical requirements (Item 7).
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Considering the fifteen-year reality of Regional Oceans and
Fisheries Administration performance since 2010, local
government capacity insufficiencies, and legislative history,

national government performance is justified.

The problems of the current dual structure should be
resolved through legal and regulatory amendments rather

than through transfer to local governments.

The legislation should clearly stipulate national responsibility
for security operations, create reliable funding mechanisms, and
formalize coordination between the Ministry of Oceans and

Fisheries and local governments.

olicy Recommendations

To clarify the entity responsible for security operations, this
study proposes amending Article 2, Item 8 of the
International Ship and Port Facility Security Act to clearly

define the concept of port facility owner.

The current definition leaves room for ambiguity by allowing
provincial governors, the managing authorities of locally
managed trade ports, to be interpreted as ‘managers and thus

as port facility owners.
Terminological inconsistency exists between the ‘managing
authority’ concept in the Harbor Act and the ‘manager’ concept

in the International Ship and Port Facility Security Act.
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For locally managed trade ports, statutory amendment should
explicitly designate the Minister of Oceans and Fisheries as the

port facility owner to clarify the legally responsible entity.

Article 15 of the Enforcement Decree of the International
Ship and Port Facility Security Act should be amended to
specify a concrete framework for security operations

implementation.

The current enforcement decree merely lists delegated
authorities without explicitly stating that security operations at
locally managed trade ports fall under the jurisdiction of the

Minister of Oceans and Fisheries.

The obligation for cooperation between local governments as
managing authorities and Regional Oceans and Fisheries
Administrations as security operations agencies is not stipulated
in laws and regulations.

It is necessary to explicitly establish the principle that security
operations at locally managed trade ports shall be performed
by the national government, clarify the legal basis for delegating
authority to heads of Regional Oceans and Fisheries
Administrations, and stipulate the cooperation obligations of

local governments.

This study also proposes amending Article 45 of the
International Ship and Port Facility Security Act more
specifically to strengthen the legal basis for financial

support.
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- In future budget formulation processes, budgets may be reduced
at the discretion of authorities, and current laws and regulations
do not specifically stipulate the targets, criteria, and procedures

for support, resulting in low predictability.

- Therefore, this study proposes amending Article 45 to change
the wording to “shall provide support,” thereby mandating

financial support.

- Additionally, this study proposes specifying eligible costs for
support (shortfalls in security fee revenue, facility investment
costs, emergency response costs, etc.), stipulating the obligation
of the Minister of Oceans and Fisheries to establish support
plans, and mandating the Minister of Economy and Finance to

give priority consideration.
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ISPS Codell4] 445k “Contracting Governments’ 2] Y4 =7}
#919] o] SRS elmjgich, FAMA KoFe] AR Ffoln], Aok
= A= @Y HollA] ISPS Codel] 874N S5 AREHR] FdS Xk

ISPS Code®] “Section 404 AF3taL U= Aok HHoA Fojd
A4 2 (Responsibilities of Contracting Governments)°l+= BQHs
o] A4 9 274, FUAEEQNF7} 591, FTAEEHIMAE 521, BA|

= 1y O

Fo 27 A%, BN RTAR) Aol TFET,

s A
H
2
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(H 2-18) ISPS Code 4 2| M2

Responsibilities of Contracting Governments(Administrative Requirements) -
ISPS Code

4.1 Subject to the provisions of regulation XI-2/3 and X|-2/7, Contracting
Governments shall set security levels and provide guidance for protection from
security incidents. Higher security levels indicate greater likelihood of
occurrence of a security incident. Factors to be considered in setting the
appropriate security level include:

.1 the degree that the threat information is credible;

.2 the degree that the threat information is corroborated:

.3 the degree that the threat information is specific or imminent; and
.4 the potential consequences of such a security incident.

4.2 Contracting Governments, when they set security level 3, shall issue, as
necessary, appropriate instructions and shall provide security related
information to the ships and port facilities that may be affected.

4.3 Contracting Governments may delegate to a recognized security organization
certain of their security related duties under chapter XI-2 and this Part of the
Code with the exception of:
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Responsibilities of Contracting Governments(Administrative Requirements) -
ISPS Code
.1 setting of the applicable security level;

.2 approving a Port Facility Security Assessment and subsequent amendments
to an approved assessment;

.3 determining the port facilities which will be required to designate a Port Facility
Security Officer;

.4 approving a Port Facility Security Plan and subsequent amendments to an
approved plan;

.5 exercising control and compliance measures pursuant to regulation XI-2/9;
and

.6 establishing the requirements for a Declaration of Security.

4.4 Contracting Governments shall, to the extent they consider appropriate, test the
effectiveness of the Ship or the Port Facility Security Plans, or of amendments
to such plans, they have approved, or, in the case of ships, of plans which have
been approved on their behalf.

Xt&: EduMaritime SH|O|X|(ZA: 2025.9.1)
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